@UALYSGUARD@ WEB APPLICATION SCANNING

DISCOVER, CATALOG AND SCAN ALL YOUR
ENTERPRISE APPLICATIONS

Recent media profiles of attacks targeting organizations highlight the risks that web
application vulnerabilities present, making web application security more important
than ever for maintaining a comprehensive security and compliance program to
protect company data and assets.

Introducing QualysGuard WAS 2.0

Based on Qualys’ new and powerful next generation SaaS platform, QualysGuard
Web Application Scanning (WAS) 2.0 brings web application security to a new level
with an easy-to-use, intuitive service that includes unique capabilities — including
accurate discovery and cataloging of web applications, identification of vulnerabilities
and remediation paths, helping companies proactively secure their web applications.
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QualysGuard WAS Benefits

Fully automated, leverages the power and scalability of the QualysGuard SaaS platform

Ability to discover, catalog and manage web applications ensures full coverage

Intuitive user interface and highly automated processes increases productivity

Unlimited application scanning delivers the most cost effective solution

Centralized management ensures organized approach and leverages cooperation

€€ Web application security is an

important part of maintaining a
rigorous, proactive security and
compliance program to protect
company data and assets.
However, it is an increasingly
complex problem due to the
proliferation of web applications
and constant attacks against
web applications. To foster a
high level of protection for web
applications, enterprises need
the tools that can accurately
discover and catalog their web
applications, identify vulnerabilities
within those applications and
provide remediation information.??

Charles Kolodgy,

Research Vice President for Security
Products

IDC

€€ At Georgia Tech, it is important

for us to build security into
everything we do for our IT
infrastructure. We use many web
applications so it is important
that we take measures to keep
them secure. Being able to
catalog and scan our web
applications can help us
proactively manage IT security
across our web applications.??

Jason C. Belford,
Information Security Manager
Georgia Tech



QualysGuard WAS Features:

Unified Dashboard — Gives users a comprehensive view of scans,
results and reports. Users can jump directly to the details of any item
as needed.

Web Application Discovery and Cataloging — Ensures
comprehensive scanning coverage and application management.
Discovery identifies web applications in the environment and adds to
the catalog to prioritize applications for scanning.

Interactive Reporting — Supports powerful analysis and secure
distribution of scan results. Web application, scan and scorecard
reports can be created, saved and distributed to stakeholders.

Scanning Options — Option profiles can be created and reused to
ensure scan consistency and to target specific testing requirements.
Option profiles can configure items such as maximum links to crawl,
performance settings, brute force authentication attributes, detection
scope and sensitive content settings. Scans can also be configured to
authenticate to servers and applications to discover vulnerabilities in
protected areas.

Powerful and Accurate Scan Engine — Detects web vulnerabilities
such as SQL injection, Cross-Site Scripting (XSS), Cross-Site Request

Forgery (CSRF) and URL redirection with maximum automation.

Identification of the most common web application vulnerabilities
including the OWASP Top Ten.

Customizable Asset Tagging Mechanism — Enables user defined

hierarchical partitioning of web applications, scan data and reporting.

Tagging can be used to limit user access to only those assets that they

share a tag with.
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QualysGuard WAS 2.0 Reports:
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Pricing and Availability:

QualysGuard WAS is available as part of the QualysGuard Security and
Compliance Suite. QualysGuard WAS annual subscriptions are licensed
by number of Web application(s), include an unlimited number of WAS
scans and 24x7 support and updates.
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